Addendum Number 1
Alternative Work Arrangements Pilot Project
TELEWORK PROPERTY AND TECHNOLOGY 
When NIH-owned equipment is provided, the system will be loaded with the most current operating system updates.  All teleworkers will be responsible for ensuring that the system stays current with operating system updates by either loading them from the vendor’s website or bringing the equipment into the office for update by ORS IT staff.  The NIH-owned equipment will also be loaded with the latest anti-spy ware and anti-virus software.  The anti-virus software will be configured to update automatically each day when the system is turned on and connected to the Internet.  It will be the responsibility of the teleworker to ensure the system stays current with the latest updates to the anti-Spy ware.  Updates can be obtained from the NIH security website http://antivirus.nih.gov/.
 
The employee may provide his/her own equipment. He/she is responsible for its installation, configuration, service and maintenance.  All personal equipment must meet the following minimum configuration for hardware and software:
 
Operating System software:
Windows XP SP2
Mac OS X 10.3 or 
 
Minimum hardware configuration:
 
	Windows XP
	Mac OS 10.3 or above

	900 MHz processor
	400 MHz Power PC G3 or better with build-in Fire wire (G4, G5 or Intel processor preferred)

	512 MB memory
	128 MB memory (256 MD memory preferred)

	10 GB hard drive 
w/1.5 GB free space
	2 GB hard drive 
w/500 MB free space

	CD-ROM or DVD
	CD-ROM or DVD

	Modem or network card for network access
	Modem or network card for network access


 
The employee will be responsible for installing all operating system updates, patches and fixes and keep them current as directed by the operating system vendor.  It will be the employee’s responsibility to install, regularly use, and update compliant anti-virus and anti-Spy ware software and adhere to NIH IT security policies, guidelines, and procedures as detailed on the NIH IT Security web page.  The anti-virus and anti-Spy ware software can be downloaded from the CIT site http://antivirus.nih.gov/.  The anti-virus software must be configured to update automatically each day when the system is powered on and connected to the Internet.  The employee will be responsible for ensuring that work-related data is not accessible to other users of the personally owned PC by storing those files on the ORS file servers.
As required by the employee’s position, computer equipment and software at the telework office must be compatible with those at the official duty station to allow the exchange of electronic files, communication, and other data between sites. Because many of the documents that employees work on or create during work hours are official government records, users must utilize, maintain, and store this information – particularly sensitive information – on ORS servers.  This will ensure that files are backed up on a daily basis and access is restricted to authorized personnel only.  All official government records are subject to both Privacy Act and Freedom of Information Act requests even if housed on a personally-owned computer. This includes any electronic media that is used for transferring or storing files. Further, NIH-owned software that is provided for use to the employee to perform necessary work assignments or other authorized use is subject to copyright laws and shall not be copied onto other systems that are not authorized.  
 
All electronic media used for transferring or storing information used for telecommuting (e.g., disk drives, diskettes, internal and external hard drives, CDs, DVDs and laptop computers), including backup media, removable media, and media containing sensitive information, must be scanned for viruses before use and on a regular basis, as appropriate. 

 

Access to the NIH network must be through NIH supported VPN.    The Remote Access Certification form found at http://irm.cit.nih.gov/security/RA_User_Cert_Agreemt.pdf must be signed by the employee and faxed to their servicing AO at the time of the request.  In addition, each remote access user must complete the Remote Access section of the Security Awareness Training found at http://irtsectraining.nih.gov/.
It is the joint responsibility of the employee and his/her supervisor to maintain communication with each other, as well as with their customers. As required by the position and the frequency of telework, the employee agrees to maintain a telephone line into his/her alternate workstation, as well as furnish the number to the employer so the employee is accessible during duty hours.  Installation and monthly fees of a broadband (cable, DSL) and/or dial-up line in the employee's residence may be funded by ORS if required by the employee's at-home assignment subject to the approval of the supervisor.  Such equipment, if installed, will be used solely for the purpose of conducting authorized business [see legal authority for obtaining government funded telephone (data) lines at NIH Manual 26101-26-08].  Installation, configuration and maintenance of broadband access services (cable, DSL) will be the responsibility of the employee.  ORS IT support staff will not be responsible for installation, configuration or maintenance of this connection or any of the equipment that is required to make it function.
 
The employee must immediately inform his/her supervisor of any equipment failure or malfunction. In the event of a malfunction, the employee may be required to report to the official duty station.  NIH-owned equipment that requires service will need to be brought into the office for service by ORS IT staff.  The NIH will not be responsible for any other operating costs, home maintenance, or any other incidental costs (e.g., utilities) whatsoever, associated with the use of the employee's residence.
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